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To Infinity and Beyond!

It seems as if the only buzzword we hear
lately regarding technology is “The Cloud.”
To many people, “The Cloud” represents a
level of freedom from hardware purchased
for a specific purpose to be maintained on
premise, yet others see it as a challenge to
be reviewed with serious deliberation.

Why would something with such a
positive upside carry such concerns?

We have been working with clients that
have chosen to use the cloud for a variety of
purposes. Some have chosen it for their
offsite backup implementation and others
have chosen it for their Line-of-Business
(LoB) applications. We have seen both the
benefits and downside to using the cloud.
Here are some of the -

access to the Internet. With the reduced rates
on Cable and FiOS, one would have to think
hard about why NOT to go to the cloud for
some of your applications. However, if you
are amongst the few that still have limited
selection in your area and can only choose
from dial-up, DSL, or T-1, you may be more
hard pressed in your decision to go online. If
you told someone ten years ago that you had
T-1 access (1.544 megabits per second
(Mbps)), they would have looked at you like
you were living like the royals; however, now-
adays, standard cable and FiOS speeds typi-
cally start at 10 Mbps and cost about 1/10th of
the price of a T-1 line.

So, you have now determined that your site
is equipped with the speed

considerations

you should assess
BEFORE you choose
to “go to The Cloud.”

Find your “Silver
Lining” in cloud
computing.

The Cloud is totally
dependent upon your

and access to the Internet
that you require to make a
viable run of the LoB in the
cloud. What's next? Do
you start big or take modest
steps toward the cloud?
Common sense should tell
you to measure twice, cut

once. In other words, don't
(Continued on page 2)
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Quotations

"I make my practices real hard..
because if a player is a quitter...
I want him to quit in practice,
not in a game.”

Paul William 'Bear” Bryant

"I't is not fair to ask of others what
you are unwilling to do yourself.”
Eleanor Roosevelt

"As we express our gratitude, we
must never forget that the highest
appreciation is not fo utter words,
but to live by them.”

John F. Kennedy

"If you live long enough, you'll make
mistakes. But, if you learn from
them, you'll be a better person. It's
how you handlle adversity, not how it
affects you. The main thing is
never quit, never quit, never quit.”
Bill Clinton

When establishing security passwords
to protect your data, how often to you
“mix it up"? A recent revelation from
a prominent technology blogger, Troy
Hunt, conveys concerns for businesses
based upon four criteria and the ways
in which they span accounts.

“We make all of your
computer problems go
away without the cost of a
full-time L.T. staff”

Ask us about our fixed price
services HTS Insight
Hassle-Free Agreements—
Computer Support at a flat
monthly fee you can budget
for just like rent!
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Implementations of Cloud Computing

(Continued from page 1)

rush into the technology without properly re-
searching the pros and cons. We have seen
businesses opt for cloud computing and not
look back; however, we have seen others
regret their moves almost immediately after
the data has been uploaded and “irreversible”
changes implemented.

Assessing the Benefits

Establishing a backup in the Cloud, has
been, for most, one of the easiest and most
secure transitions to make. A backup device
stays on premise while the device automati-
cally effects an offsite copy for a level of
contingency and comfort while limiting
the hassle of the manual media
swap. As the price of offsite
storage drops, the ROI for
such an implementation be-
comes a viable option. If you are
interested in learning more about mov-
ing your backup to the cloud, please feel free
to contact us. We have put many clients in

the cloud this way and they are quite pleased.

What else can we do besides backups?

The options abound: You may have your
Microsoft Office and data stored in the cloud
using Office 365. This allows you to access
your licensed copy of Office from anywhere
(as well as your data) for a nominal monthly
charge. You may also move your entire net-
work into the cloud through hosted apps or
servers. This would allow you to avoid the
initial cost of purchasing a server for your
business. The hosting allows you to pay for
your enterprise-class equipment at a more
controlled rate while benefitting from the sta-
bility offered through a secure data center,
consistently monitored power and maintained

hardware. What's the downside? You

can't touch it. The question you

must ask yourself is whether that
is a critical aspect. After backup,

hosted Exchange (e-malil) is

one of the most popular uses of
The Cloud inasmuch as they afford
the end user with updates, backup, and
ease of access in a single scenario.

If you would like to implement “The Cloud”
for your organization or learn more about it,
tweet us at @FredTech, call (201) 797-5050,
or e-mail (fred@tech4now.com).

An Easy Way to Fortify Your Data Security

In June 2011, Troy Hunt, a software architect
and Microsoft MVP, brought some interesting data
to light based upon a breach that occurred at Sony.
[You may read the full story at http://www.troyhunt.
com/2011/06/brief-sony-password-analysis.html.]

Most companies have policies for Internet, eMail
and general computer use, but how many are
ready to impose a strict and inconvenient policy to
require their users to change passwords regularly?

Findings from the breach
It was determined that the data from Sony was

stored in plain text (unencrypted). When it comes
to PCI (Personal Credit Information), that's a big no
-no, but that was not the exact issue here. As it
turns out, there were over one million passwords
that had been compromised. The interesting
aspect of this breach is that the data stored in three
of the folders represented 37,608 accounts from
which insightful statistics on four critical metrics
were derived.

1.Length. The longer a password, the stronger it
is considered. The sample had 93% of the pass-
(Continued on page 3)

Green Page: Think Globally, Act Locally

Countries around the world . S
have been recognizing how fossil
based energy impacts their lives.
In Costa Rica, advancements
have been made to reduce the
petroleum dependency down to
10% of overall energy use. The
implementation of clean energy:
geothermal (e.g., volcanic heat),

time, reduce the overall tolerat-
ed levels. Inasmuch as the tax
is borne by private companies,
the public has expressed con-

cern that they will be the ones

that carry the “penalty”.

It most directly affects the coal

mines, so the cost of electricity
is expected to rise. To counter

wind (land-based and offshore)
and hydroelectric has been a top priority for the
nation. Now, Australia is in the news as their gov-
ernment has decided to impose a “Carbon Tax.”
The Tax is actually a Cap & Trade Plan. Business-
es that have low carbon footprints will be able to
sell their permits to those companies that have
higher carbon outputs. In other words, the govern-
ment wishes to keep a cap on the pollution that it
will tolerate. By establishing an artificial “balance,”
they hope to control the level of pollution and, over

www.tech4now.com

the impact, the government has
proposed an income/need-based adjustment for
the consumers to ease the pain as the companies
are slowly nursed off of their “privilege” of adding
contaminants to the environment. If this works in
Australia, similar legislation could be expected here
to address the same concerns in the U.S. Do you
envision this as a probable success overseas? If
S0, can you see it happening here successfully in
the U.S.? Tweet us your thoughts (@FredTech) or
email us at fred@tech4now.com.
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Trivial Matters

As students return to schools and universities in the

Fall, our thoughts go out to the teachers that work to

expand the minds of future generations.

Knowing how they are integrated in our lives (my

wife is a teacher), | wish to recognize some that have

gone on to fulfill their own potentials. The following

is a list of famous people who were once teachers.

% John Locke (1632-1704), British, Philosopher
and Physician

¥ Thomas Paine (1737-1809), U.S., Patriot

¥ Noah Webster (1758-1843), U.S., Writer and
Lexicographer

% Henry David Thoreau (1817-1862), U.S.,
Author and Poet

% Clara Barton (1821-1912), U.S., Founder of the
American Red Cross

% Louisa May Alcott (1832-1888), U.S., Author

% Carry Nation (1846-1911), U.S., Temperance
Leader

% Booker T. Washington (1856-1915), U.S.,
Author and Orator

% Clarence Darrow (1857-1938), U.S., Lawyer

% Albert Einstein (1879-1955), U.S., Theoretical
Physicist

% D.H. Lawrence (1885-1930), British, Author

% George Orwell (1903-1950), British, Author

%t Ayn Rand (born Alisa Zinov'yevna Rosenbaum)
(1905-1982), U.S., Philosopher and Writer

% Lyndon B. Johnson (1908-1973), U.S.,
President

% Pat Nixon (1912-1993), U.S., First Lady

% Roberta Flack (1939-), U.S., Singer

% Art Garfunkel (1941-), U.S., Singer

If you are close to a teacher, try to recognize him/her

and say “thank you” for the contribution made to

YOUR life. If you have questions on how to imple-

ment technology in your life or business, give us a
call or drop an email to fred@tech4now.com.

Breached Database Reveals Password Patterns

(Continued from page 2)

words fall between 6 and 10
characters in length.

2. Character Types. Do your
passwords have numbers or
special characters BESIDES
upper and lower case letters?
The sample had only 4% using

" cookie, george, summer, taylor,
¥ bosco, abc123, ashley, and
bailey. Are you guilty? The
sample had an 80% result.
However, the passwords had a
36% appearance in a standard
password dictionary.

4. Uniqueness. Do you have
unique passwords across
multiple accounts or do you

three or more character types
and fewer than 1% of the sample used non-
alphanumeric characters such as “#", “*”, and "+".
Try complex passwords.

3. Randomness. How many of the passwords
were identical in the sample? The top 25 were:
seinfeld, password, winner, 123456, purple,
sweeps, contest, princess, maggie, 9452, peanut,
shadow, ginger, michael, buster, sunshine, tigger,

reuse them? The sample had an 8% result for
uniqueness.

Obviously, the result of applying multiple criteria
to your selection of a password will result in strong-
er security. Guide your staff in the selection of a
better password and you will clearly benefit from
their training. For more ideas and insights on data
security, call us at (201) 797-5050.

Quick Tech Productlwty Pomters

Ever since the introduction of Windows
95, users have been able to name files and
folders with Long File Names (LFN)—this
has been a mixed blessing. Most of the
time, LFNs do not cause issues; however,
we want to make you aware of a serious
ramification of using LFNs... If you have a
path name that exceeds 255 characters, you may
have problems copying or moving the files.

What exactly is a Path Name?

A path name is the fully described location of a file. If
you look at the directory shown above, you will see that
the files are located in the following path: C:\Program
Files\Microsoft Office\Officel4. We used a special
switch (/X) when displaying the directory to convey a
point: LFNs are stored by the system using a second
name that complies with the DOS 8.3 format. Prior to
Windows NT 3.1 in 1994, all file names had to comply
with an eight character name with a three character
extension (file type). Now, we have the freedom to
save files with longer names. The catch is that a file-
name appended to a pathname should not approach or
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exceed the

maximum character length of 255
characters. Once it does, you run the risk of being
unable to easily rename, copy, or move the files. A
simple example would be a long pathname (220 char-
acters) followed by an LFN of 30 characters (plus the
hidden file type/extension)...your full path and filename
are at the maximum length. You then decide to copy
the contents of that folder to another one on your
drive’s root (C:\) called BACKUP. When you try to
copy the folder, you will get a message that the path
and filename exceed the maximum length and the copy
will fail. This can be especially painful if you are trying
to save critical information. Keep your folders and file
names succinct to reduce pathsize. If you need more
help regarding this or another productivity issue, call us
at (201) 797-5050. We're dedicated to your success.

www.tech4now.com
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Teachers are growing more aware
of the benefits of technology.
Many now use “Smart Boards” to
create an interactive learning envi-
ronment for their tech-savvy pupils.

If your company would
like to be featured as
the Client of the Month,
please call us to express
your interest. You will
get positive press for
your use of technology
and may even gain a client
from the exposure.

Short File Name Long File Name

FRESES~1. F

FRZ2815~1. TXT

In the example shown above, you can
see how a file with a Long File Name is
automatically assigned a compatible 8.3
format file name. Once you have used
created a few files, the names will begin
to randomize in order to preserve their
uniqueness in the directory structure.
Even though the files were named “Fred
long file #.txt, a Short File Name (SFN)
could not correspond after a certain
number of files had a similar name.

Add this level of complexity to a long
path name and you will have made a
very involved file structure to reproduce.
Once it surpasses the 255 character
limit, you would no longer be able to
rename the files. This is known to occur
when paths are assigned drive letters to
shorten the paths. Please be careful!
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The Wrong Delivery Winking Problem

A new business was opening and one of the A man with a winking problem is applying for a
owner's friends wanted to send him flowers for  Pposition as a sales representative for a large firm.
the occasion. They arrived at the new business The interviewer looks over his papers and says,
site and the owner read the card,.... "Rest in "This is phenomenal. You've graduated from the
Peace." The owner was angry and called the best schools; your recommendations are wonderful,

florist to complain. After he had told the florist and your experience is unparalleled. Normally, we'd
of the obvious mistake and how angry he was, the hire you without a second thought. However, a sales

. florist replied, "Sir, I'm really sorry for the representative has a highly visible position, and
= : mistake, but rather than getting angry, you we're afraid that your constant winking will scare
Feedback & Suggestions... should imagine this: somewhere, there is a off potential customers. I'm sorry...we can't hire

funeral taking place today, and they have flowers You."

with a note saying.... 'Congratulations on your new "Buf wait," he said. "If I take two aspirin, I'll stop
location!"" winking!"

"Really? Great! Show me!" So, the applicant
reaches into his jacket pocket and begins pulling out
all sorts of condoms: red condoms, blue condoms,
ribbed condoms, flavored condoms; finally, at the
bottom, he finds a packet of aspirin. He tears it

Is there a fopic or feature you
would like to include in a future
issue? Opinions and feedback are
welcome and encouraged. Send me The Challenge

an e-mail or call our direct line. The strong young man at the construction site

was bragging that he could outdo anyone in a feat

Fred Hol
rec noizsager of strength. He made a special case of making fun

E-mail: fred@tech4now.com

Phone: (201) 797-5050 of one of the older workmen. After several open, swallows the pills, and stops winking.
1 "
mmtlJ‘res, the older worker had had enough. .V\{)hy "Well " said the interviewer, "that's all well and
P e mm mm omm mm Em Em oEm o e "
I If you enjoy our publication and wish fo [ ;i\on T'ZOHIPUTJELI: moneyk}vher'e y°:; Toj_'_‘”h lSP.\ | good, but this is a respectable company, and we will
i ) 1 e said. "1 will bet a week s wages That L can haul O T have our employees womanizing all over the

|| read back issues of The Tech Insighter, || something in a wheelbarrow over to that building eyl Py I
] go to our website and look under Articles. that '+ be able to wheel back " country!
[ ; ar you won 1 be a" e To wheel back.” "Womanizing? What do you mean? I'm a happily

If you are new to us and have over five | You're on, old man," the young guy replied. The married manl"
: workstations, please visit our website at | old man reached out and grabbed the wheelbar- "Well then, how do you explain all these condoms?"

www. techdnow.com/offer for a special | 1oy by the handles. Then he turned to the young "Oh" he si,ghed. *Have you ever walked into a

| opportunity and a free gift. ] . ]
. 1| manand said, "All right. Get in. pharmacy, winking, and asked for aspirin?"
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